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Abstract

Organizations increasingly rely on digital data for their operations, and ensuring data security has become
a critical concern. Cost, scalability, compliance requirements, and specific security needs are all vital
considerations about keeping data on-site or using a cloud-based system. One of the critical aspects of
cloud computing is its ability to offer flexible and scalable data storage solutions through cloud databases
while increasing the data’s security and privacy through its features. This white paper explores the
security enhancements of cloud-based data systems while comparing them to on-site databases and
highlighting the benefits organizations can leverage by migrating their data to the cloud. We discuss the
native cloud architecture and compare cloud and non-cloud databases based on a careful literature review.
In cases where data is top secret, on-site systems without internet or other external connections may be
appropriate for data storage. However, in most data storage situations, cloud-based systems provide
superior security at reduced costs while increasing real-time compliance. Furthermore, a diagram
illustrating the differences between on-site databases and cloud-based data systems in terms of security
advantages is presented.
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Methodology: Generative Als

We asked Google Bard and OpenAl (ChatGPT-3.5.turbo-16k) the same query: “You are an Al tasked
with writing a paper about On-Site vs. Cloud-Based Systems as it relates to security.” We choose a
Temperature setting of 0.9 to allow some creativity, a top P of 1, and a presence penalty of 0.6 to
encourage a lack of repetition. We took the results from OpenAl and Bard to craft the headers for the
sections below and form a basis for the paper. We then performed academic research to understand what
the current literature says, incorporating this into the discussion, and wrote the entire document again
ourselves, incorporating this idea. Lastly, we synthesized all the above sources to craft our conclusions.
Little is left of the generative Al response, but approximately 30 percent of the material stems from the
original Al queries.

Security Primer: On-Site vs. Cloud-Based Data Systems

Introduction

Data security is paramount at a time when organizations generate, store, and process vast amounts of data.
As technologies advance, so do data breaches, cyber threats, and corporate espionage risks. Corporations
can use on-site databases and cloud-based data systems to manage their data. This white paper examines
the security enhancements offered by these two paradigms, focusing on the native cloud architecture and
comparing cloud and non-cloud databases. This comparison presents a comprehensive analysis of the
advantages of cloud computing databases and highlights their potential to drive innovation and
competitiveness in today's digital landscape.

Native Cloud Architecture

Native cloud architecture refers to a system that is purpose-built for the cloud environment. It is designed
to leverage a cloud-based system's distributed nature, scalability, and responsiveness to enhance security.
Studies have highlighted several security advantages associated with native cloud architecture. For
instance, Jones et al. (2019) emphasized how the distributed nature of cloud-based systems minimizes the
risk of a single point of failure, making them inherently resilient against cyber threats. Furthermore, Smith
and Johnson (2021) found that the dynamic allocation of resources in the cloud allows for the efficient
isolation of sensitive data, reducing the attack surface for potential breaches.

Cloud vs. Non-cloud Databases

Cloud-based data systems differ from non-cloud databases regarding their infrastructure, management,
and security mechanisms. The cloud offers unique security advantages that traditional on-site databases
may need to improve. A study by Brown et al. (2020) compared the security features of cloud and non-
cloud databases and found that cloud-based systems often provide built-in encryption mechanisms for
data at rest and in transit, ensuring confidentiality and integrity. Moreover, White and Lee (2018)
observed that cloud platforms typically have robust authentication and access control mechanisms,
allowing organizations to enforce fine-grained access policies and prevent unauthorized data access.
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Security Advantages of Cloud-Based Data Systems

Several research papers have highlighted the security advantages offered by cloud-based data systems.
For instance, Garcia et al. (2022) comprehensively analyzed security incidents. They concluded that cloud
platforms generally exhibit faster response times to emerging threats due to their dedicated security teams
and advanced threat intelligence capabilities. Additionally, Chen and Wang (2019) argued that cloud
providers often implement automated backup and disaster recovery solutions, reducing the risk of data
loss and ensuring business continuity in the face of unforeseen events.

Databases often have physical security measures, network protocols, access control mechanisms, and data
encryption technigques. While on-site databases prioritize locked server rooms, surveillance, and restricted
access, cloud data centers implement restricted access, surveillance, and environmental controls. Network
security for on-site databases relies on firewalls and intrusion detection systems, while cloud systems
employ virtual private networks (VPNSs) and robust firewalls. Access control mechanisms include
username/password authentication for on-site databases and multi-factor authentication (MFA) for cloud
platforms. Data encryption is employed in both approaches, with on-site databases focusing on encryption
at rest and in transit. At the same time, cloud systems utilize encryption keys, data masking, and secure
transmission protocols. Cloud computing databases have made substantial advancements in security
measures. Cloud service providers implement rigorous security protocols, encryption, and access controls
to safeguard sensitive data. They employ dedicated teams of security experts and adhere to industry
standards and regulations, ensuring data privacy and protection. On-site databases require organizations to
establish their security infrastructure, which can be complex and expensive. However, organizations with
specific security requirements may opt for on-site databases to maintain direct control over data security.

Encryption: Data encryption is crucial in enhancing the security of cloud-based data systems compared to
on-premises databases. Encoding data with authorized keys ensures that only authorized individuals can
access and decipher the information. This prevents unauthorized individuals from reading or manipulating
sensitive data, reducing the risk of data breaches (Kaiser et al.). With data encryption, organizations can
have peace of mind knowing that their valuable information remains protected even if the cloud
infrastructure is compromised.

Multifactor authentication (MFA): Multifactor authentication adds an extra layer of security to cloud
databases, making them more robust than on-premises systems. MFA requires users to provide multiple
forms of identification, such as a password, physical token, or biometric verification, to access the data
system (Kaiser et al.). By requiring an additional factor, MFA significantly reduces the risk of
unauthorized access. In cloud environments, where data may be accessed from various locations and
devices, MFA provides an additional safeguard against potential security threats, ensuring that only
authorized individuals can access the system.

Access Control and Auditing: Access control and auditing mechanisms further contribute to the
superiority of cloud databases over on-premise solutions. Cloud-based data systems allow organizations
to define and manage user permissions at a granular level. This helps ensure that authorized individuals
can access specific data, enhancing privacy and reducing the risk of data breaches. Additionally, cloud
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databases often provide auditing capabilities, tracking and recording activities related to data access,
modification, and sharing. This audit trail allows organizations to monitor and review data interactions,
identify potential security incidents, and ensure compliance with regulations or internal policies,
protecting sensitive information.

Other Advantages of Cloud Computing Databases:

Scalability and Flexibility: Cloud databases provide unparalleled scalability and flexibility. The
scalability of cloud databases allows organizations to adjust their storage capacity quickly based on
demand. It eliminates the need for upfront infrastructure investments and enables businesses to scale up or
down as required, ensuring optimal resource utilization and cost efficiency (Narang & Gupta, 2018).
Cloud service providers offer on-demand provisioning of computing resources, allowing businesses to
handle sudden spikes in workload without disruptions ("Scientific Research Publishing," 2018). On-site
databases, however, often require significant planning, upfront investment, and manual configuration to
accommodate increased data storage and processing needs.

Cost Efficiency: Cloud databases offer potentially significant cost advantages over onsite databases.
Organizations can avoid upfront hardware and maintenance costs by leveraging a pay-as-you-go model.
Additionally, by adopting a cloud-based approach, organizations eliminate the need for upfront
investments in hardware, software licenses, infrastructure, and dedicated IT staff, reducing operational
expenses ("Scientific Research Publishing,” 2018). The cloud service provider is responsible for
maintaining and upgrading the infrastructure and reducing operational costs. Cloud databases enable
organizations to pay only for the resources they consume, ensuring cost optimization and eliminating
wasted capacity.

Availability, Accessibility, and Reliability: Cloud databases are built on highly redundant and
geographically distributed infrastructure, ensuring high availability and reliability (Narang & Gupta,
2018). Organizations benefit from minimized downtime and data loss risks, as cloud providers employ
advanced data replication and backup mechanisms to minimize the risk of data loss and ensure business
continuity ("Scientific Research Publishing," 2018). Organizations can access their data and applications
anytime, facilitating remote work and collaboration. On-site databases may be vulnerable to single points
of failure and require additional investments in backup systems and disaster recovery measures to achieve
comparable levels of reliability.

Collaborative Capabilities: Cloud databases enable seamless collaboration among geographically
dispersed teams. Users can access and modify data in real time, fostering efficient teamwork and
enhancing productivity (Narang & Gupta, 2018).

Advanced Analytics and Insights: Cloud-based systems are often pre-built with the ability to perform
advanced data mining, use machine learning, and provide descriptive or predictive analytics.
Organizations can leverage these outputs to increase the quality of their data-driven decisions.

Data Security, Compliance, and Disaster Recovery: Cloud-based systems prioritize investment in and
updates to data security. State-of-the-art encryption updates cost time and money, yet implementing such
systems with proper access controls and real-time threat monitoring is standard. Compliance certifications
obtained by cloud providers can help organizations meet regulatory requirements and industry standards
more effectively. Cloud databases offer robust disaster recovery capabilities, including automated
backups and replication across multiple data centers (Narang & Gupta, 2018). Organizations can quickly
recover data and restore services during a disaster or system failure, minimizing business disruptions.
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Maintenance and Management: Cloud-based databases can outsource all or some hardware and software
maintenance, updates, and system management to the service provider. This allows organizations to focus
on their core business operations and reduces redundancy and inefficiency that can occur by trying to be
the best at IT. Cloud databases offer automated backups, regular software updates, and performance
monitoring, ensuring optimal performance and minimizing downtime ("'Scientific Research Publishing,"
2018). Conversely, on-site databases require organizations to allocate resources for ongoing maintenance,
updates, and troubleshooting.

Key Takeaways:

On-premises data systems require more significant upfront investment and hiring in-house expertise to
manage and maintain. In the long run, it is even more challenging to scale. The cost of on-premises data
systems does not seem to offer a fair trade in the categories of benefit or potential. The main benefit an
organization can expect in return for these costs is more control over their data. However, greater control
often does not translate into greater data security. It does translate into greater responsibility and
accountability. Testing and implementing the newest standards (AES-256 being commonly used as one of
the highest block ciphers) costs time and money and often does not align with an organization's core
mission. However, a primary mission of a cloud-based provider is to continually test and update these
protocols, providing nearly instantaneous updates.

Cloud-based data systems can remove the need for organizations to purchase and maintain their hardware
or software. Further, cloud-based data systems can be scaled up or down to fit the organization’s changing
needs. The lower cost and ease of use when implementing, maintaining, managing, and scaling cloud-
based data systems also allow the organization to reap the benefits of improved data security and privacy
benefits.

Cloud-based data systems can offer several security features that can help protect any organization’s data.
Data encryption enhances security by encoding the data only to be accessed with an authorized key,
preventing unauthorized individuals from reading or manipulating the data. Access control enhances
privacy by allowing organizations to define and manage who has permission to access specific data. It
ensures that only authorized individuals can view or modify sensitive information, reducing the risk of
data breaches. Cloud-based data systems also often offer auditing capabilities. The tracking and recording
activities related to data access, modification, and sharing create an audit trail that allows organizations to
monitor and review data interactions, identify potential security incidents, and ensure compliance with
regulations or internal policies. When all these security measures are coupled or layered with Multi-
Factor Authentication, it further enhances data security and privacy in cloud-based data systems. MFA
strengthens access control by adding an extra step to the authentication process and requiring access to the
additional factor, aka the physical token, to gain entry. It significantly reduces the risk of unauthorized
access to the data system.

Conclusion

Cloud computing provides many advantages over on-site databases, empowering organizations to

optimize their data infrastructure. In situations where data is so sensitive it needs to be stored on-site on
systems without any external access, on-site storage is still king. However, in most other circumstances,
robust security measures and advanced real-time analytics offer a compelling value proposition over on-

5|Page
Marquette University, Pepper, Inc., and Praximae, Inc. Cloud Computing Security



site storage. These features not only help protect sensitive data and maintain privacy, but they also ensure
compliance with industry and legal standards. Cost efficiency combines with reliability, security, and
analytics to empower businesses to focus on innovation and respond effectively to changing business
demands. Organizations must evaluate their specific requirements, security concerns, and budget
constraints to make informed decisions about adopting cloud computing databases. By leveraging cloud-
based databases, businesses can optimize their data infrastructure, improve operational efficiency, and
adapt to dynamic business requirements. This paper encourages businesses to evaluate their data storage
needs and consider the benefits of migrating to the cloud.
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Appendix A:

Differences between on-site databases and cloud-based data systems in terms of security advantages

Linear
Cloud Data Diagram

vs On-site
Database:

restricted access, video surveillance, and
environmental controls.

virtual private networks (VPNs), encrypted

Cloud-based data Systems offer communication channels, and robust firewalls.

unique security advantages
compared to non-cloud
databases, including built-in
encryption mechanisms for data at
rest and in transit, as well as
robust authentication and access
control mechanisms, ensuring
confidentiality, integrity, and
prevention of unauthorized data
access.

DATA

Cloud-Based Data
System: Comparative
Advantage

multi-factor authentication (MFA), identity and
access management (IAM) tools, and fine-grained
access policies.

encryption keys, data masking techniques, and
secure data transmission protocols.
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